
Willing to risk it?
A report on 
Brand Safety 
and advertiser 
preference

Ebiquity Report 

Brand safety in the UK

A study on digital advertising

In collaboration with: 



Brand safety in the UK

Executive summary 

In 2019, Ebiquity partnered with ad fraud and brand safety specialists zulu5 to assess brand 
safety in the UK digital advertising market. The study analysed more than four million 
critical internet domains. We found that in the first quarter of 2019 alone, ads from almost 
two-thirds of the top 100 advertisers in the UK appeared in environments many consider 
to be non-brand-safe. 

Five key findings:

1. Ads from leading UK brands appear routinely in non-brand-safe environments, exposing
them to the risk of brand equity damage and/or commercial harm.

2. We surveyed around 100,000 cases of ad misplacement in non-brand-safe environments,
with ads frequently appearing alongside inappropriate content.

3. There is significant variation of exposure in different product and service categories and for
brands within those categories.

4. Since brand safety became front-page news in 2017, there has been some progress on
major platforms – including YouTube and Facebook – to reduce exposure to non-brand-
safe content. But this remains an on-going challenge.

5. There is no, single, universally-accepted definition of brand safety (see
appendix), which means brands need to set their own standards and monitor
ad misplacement according to their individual tolerance to risk.



Context and background to the study
In February 2019, advertisers including AT&T, Disney, 
and Epic Games all pulled ads from YouTube following 
the discovery of paedophilic comments appearing 
under apparently innocent videos featuring young 
children.1 This latest news headline reflects the real 
and perennial challenge faced by YouTube’s parent 
company, Alphabet, and other platforms that rely on 
user-generated content and automated 
recommendation algorithms.

But brand safety is not new. It’s a topic that comes 
up time and again. It became mainstream news 
in 2017, when The Times of London published a series 
of articles showing that ads from high-profile and 
respected brands were routinely appearing 
in unsafe environments. As a result, many brands 
adjusted their brand strategies to minimise the risk of 
reputational damage when advertising online.

The sites where ads were being misplaced 
featured extremism, violence, terrorism, paedophilia, 
pornography and fake news. The very presence of 
their ads on these sites meant that leading brands 
were inadvertently supporting 
and providing funding for these causes.

Reputational damage 
This kind of ad misplacement had long been common 
knowledge in the media industry, but 
the Times stories made it front page news around 
the world and made it mainstream. This sparked 
commentary in media columns in major newspapers, 
discussions led by talk show hosts, and even debate 
among politicians. This moved a technical issue to 
become part of a wider societal conversation.

Research from CHEQ has since shown that 
consumers trust brands whose ads appear in non-
safe environments less than those that don’t; 
they are also three times less likely to engage with 
them.2 A separate study from Reuters reported that 
77% of consumers believe that “advertising next to 
‘unsavoury or objectionable’ stories 
can damage their perception of a brand”.3 

Financial damage 
Integral Ad Sciences (IAS) estimates in the UK4 that 
3.2% of desktop display advertising appears in a 
brand non-safe environments. This figure is over 
10% for video, and this should be a cause for greater 
concern given that online video advertising is one of 
the fastest-growing areas for most major 
advertisers.

Moreover, these figures contribute to significant 
wasted investment by brands. Estimates suggest 
that brand safety cost global advertisers more than 
€5bn in 2018 alone.5 What’s more, the U.S. 
Association of National Advertisers (ANA) and White 
Ops6 calculate that between €7.9bn and €18bn of ad 
spend is currently lost to ad fraud and bots, and the 
World Federation of Advertisers (WFA) predicts that 
this figure could rise to €57bn by 2025.7

Ad misplacement and ad fraud are serious issues 
which – if left unaddressed – threaten the long-term 
health and well-being of the global digital advertising 
market.

A problem that just won’t go away? 
In 2017 and again earlier this year, many major 
brands reacted and suspended digital ad spend 
demanding action. Several major advertisers paused 
their campaigns for months. Many of these big 
advertisers have since returned to these platforms as 
the lure of audiences, ease of spending marketing 
budgets, and assurances from industry won them 
over.

The findings of our joint study with zulu5 
suggest that the online advertising industry 
does not have this issue under control and that, 
to tackle the issue successfully, there is a more 
proactive role that advertisers need to play.



In 2018, we researched and published a study on 
brand safety in the DACH market (Germany, Austria, 
and Switzerland), titled ‘Brand safety: Leading 
brands still exposed’, working with zulu5. Following the 
success and impact of the insights from that report, 
we have now compiled this study to look specifically 
at the UK market, the third largest programmatic 
market globally after the US and China.8

We wanted to understand the state of brand safety 
in the UK market and see whether the internet 
in general – and YouTube – had become safer 
environments for brand advertising since the news 
headline of 2017. We also wanted to know if brands 
were putting strategies in place to reduce their risk 
online.

Again we partnered with zulu5, specialists in online 
fraud and brand safety. Together, we set out to 
assess the incidence of ads appearing in non-brand-
safe and/or fraudulent environments during the first 
three months of 2019. We compared 
our findings in the UK with those from our 2018 
DACH study, which provided context and a 
baseline for UK results. While they are different 
markets, much of the supply chain and route to 
market is similar and parallels can be drawn.

The UK market is home to some of the world’s 
biggest advertisers, many of whom have been 
spurred on to tackle the challenges of ad fraud 
and brand safety. Our study highlights both those 
brands that are appearing in these environments and 
also those brands that are not. Major global brands 
have been vocal about taking brand safety seriously 
and putting strategies in place either in-house or via 
their agencies. This appears to be having a positive 
impact in the UK. However, many leading brands are 
still appearing in these environments, despite 
publicly-declared efforts to address these issues. 
Continuous monitoring of media and brand safety is 
critical to managing this on-going risk.

What we did and how we did it

1  YouTuber Matt Watson Uncovers “Wormhole” Of  

 Fetishizing Comments On Videos Of Young Children, Tubefilter, 
http://bit.ly/2Ic5i7y 
2 The Brand Safety Effect, CHEQ, IPG Media Lab and Magna, 

https://bit.ly/2yEbPnE
3 Consumers often view non-safe ads as intentional,  

WARC News, 29.10.18, https://bit.ly/2Stngah
4 Global Media Quality Reports: H1 2018 Media Quality Reports”, 

Integral Ad Science, https://bit.ly/2CNarSx
5 Statista, Digital Advertising Spend Worldwide
6 BOT Baseline 2016-17: Fraud in Digital Advertising”,  

ANA & Whiteops, https://bit.ly/2ApwDAC 
7 The Drum, 6 June 2016, https://bit.ly/2yyFmz7
8 H1 2018 Media Quality Report, IAS - Integral Ad Science
9 Source: Nielsen Portfolio Top 100 Advertisers in 2018

❝
Continuous 
monitoring of media 
and brand safety is 
critical to managing 
this on-going risk.

It is important to point out that this study focuses on 
the top 100 UK advertisers.9 However, there are many 
small-to-medium-sized businesses across the UK 
that advertise online and are unwittingly exposed to 
brand safety and ad fraud issues because they don’t 
have the expertise or resource to address these 
challenges.

We analysed 15 different industry categories 
including Finance, Automotive, Entertainment, 
Telecommunications, and E-Commerce. We assessed 
ad placement across all types of potentially non-
brand-safe environments.

http://bit.ly/2Ic5i7y 
https://bit.ly/2yEbPnE
https://bit.ly/2Stngah
https://bit.ly/2CNarSx
https://bit.ly/2ApwDAC
https://bit.ly/2yyFmz7


We defined two tiers of brand safety impact in mutually exclusive categories:

• An objective tier, unsafe for all brands, and

• A subjective tier, which is up to the advertiser preference.

Sitting above this are two overarching types of brand safety: Content and Activity.

• Content association exposes brands to videos, articles, and images that are not in-line with brand
image. Supporting such content can damage brands, if those who see the ads believe the brands
support the content with which they are associated. This can be as narrow an issue as airline brands not
wanting to appear alongside news articles talking about airplane accidents to broader ideological
questions of supporting propaganda channels of foreign nations. Some content, such as pornography
and nudity, has received much attention in the past and is much better managed today. However, other,
more critical aspects of content association – including extremism, ideology, sensationalist, fake, and
profane content – are harder to control and to classify in terms of their potential impact on a brand.

• Activity describes the actions of websites that might not be in-line with laws and regulations of a
country (e.g. online piracy in the UK or gambling in Muslim-majority nations). Displaying ads for premium
brands on such websites is not only perceived to support their legitimacy to exist, but also finances their
operations beyond the illegal or semi-legal purposes they pursue. Often such sites engage in
questionable ways to generate traffic and further drive revenue, increasing exposure to ad fraud.

• Child safeguarding
- Paedophilia risk

• Extremism/Terrorism

• Pornography

• Illegal activity

• Piracy / Download & Streaming

• Malware & Spyware

• Phishing

• Alcohol, Tobacco & Drugs

• Fake news & Ideology

• Sexuality & Nudity

• Sensational, Sensitive & Profane

• Dating sites

• Gambling

• Violence & Weapons

Content Activity

Brand 
preference

Brand 
safety

Tier 1. 
Objective 
Content or 
Activity NOT 
brand safe for 
any advertisers

Tier 2. 
Subjective 
Content or 
Activity is 
a question 
of brand 
preference

Brand safety in the UK



There are two ways to analyse what ads 
are served on which websites. Used in 
conjunction they can deliver the most robust 
approach to brand safety monitoring. With 
the “outside in” approach, zulu5 web spiders 
crawl the internet and scrape non brand 
safe websites (including walled gardens like 
YouTube) to audit advertisers inadvertently 
appearing there. Screenshot of ads and their 
environment are taken for audit purposes and 
the whole supply chain gets registered to 
clearly spot the weak links and weed out low 
quality market players. This is a naturalistic 
approach that mimics the behaviour of humans 
browsing the internet and provides ongoing 
independent monitoring of brand exposure. 

The other approach is known as  “inside out”. 
This approach involves dropping cookies on 
browsers and tracking ads using ad verification 
software. This approach follows ads as they are 
placed on pages and collects all available data 
about the contexts in which the ads appear. This 
approach is heavily used for viewability metrics, 
but also for brand safety. The challenge with 
this approach is that walled garden sites – 
including YouTube and Facebook – actively 
prevent cookies from gathering data in this way.

The “outside in” approach:

• works complementarily to existing safety 
means and provides an even better view of 
exposure, including brand unsafe
and brand preference environments.

• cannot be fooled by any ad serving system 
as it exposes the whole delivery chain

• functions independently from any ad serving 
system and hence serves as objective audit 
of brand safety measures taken

• provides a clear decision base for brands to 
decide what environments are deemed safe 
for their ads and which ones are not

The “inside out” approach: 

• gathers extensive data across all
ad impressions it tracks and allows
measures of viewability and invalid traffic
across a given campaign

• can block ads from appearing on sites with
blacklisted content or keywords

• works autonomously based on the
underlying algorithms and measuring
techniques.

Zulu5’s analysis focused on ads from brands in the UK, but the websites and YouTube pages they analysed were 
global and unrestricted. Taking an “outside in” approach (see box, below), zulu5 spiders visited a prescribed, 
known universe of four million non-brand-safe websites and YouTube pages. Whenever the spiders on a spot-
check found a brand from one of the leading 100 UK advertisers on a non-brand-safe site – and whenever they 
found that ads had been placed fraudulently on a site – they recorded and captured which ads had appeared 
where, including the delivery path to the site.

Complementary Methodologies “Outside in” vs “inside out”



What we found
During the first quarter of 2019, we found that ads 
from two-thirds of the top 100 advertisers in the 
UK (65%) had run in potentially non-brand safe 
environments (see Figure 1, below). This includes 
ads appearing alongside videos on non-brand safe 
YouTube pages (see the section “How are the major 
platforms responding”, below).

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Figure 1.  
Share of top 100 brands with ads appearing in non-brand safe environments

65% 
Brands exposed to  
non-safe environments

35% 
Brands not exposed to  
non-safe environments

❝
65% of the top 100 UK 
advertisers had run ads in 
potentially non-brand safe 
environments.

The ad appearing in this 
context would be regarded as 
objectionable content of Tier 1 

Figure 2.  
Example of a brand ad appearing in a non-brand safe environment



The study identified approximately 100,000 incidents 
where ads for UK brands appeared in either non-
brand safe environments or were served to those 
environments fraudulently. Most of these were 
Tier 2 (subjective) categories, meaning the brand 
appeared next to content as defined above. 

Interestingly, the incidence of ads appearing in 
non-brand-safe environments and ad fraud are 
strongly connected. The zulu5 “outside in” spider 
crawling methodology revealed that this is because 
much of the non-safe traffic is generated by the 
widespread use of traffic brokers to compensate 
for under-delivery in digital media plans (e.g. 
through cost-per-click buying models). A large 
proportion of traffic brokerage sites are known 
to be non-brand-safe and therefore contribute 
to the phenomenon disproportionately.

Performance campaigns run at a higher risk, 
as there is less focus on the environment where 
ads appear and more focus on ‘conversions’. 
This approach, however, is flawed, as the risk of 
inaccurate or misattributed conversions increases 
thanks to non-viewable impressions, non-human 
traffic, and so-called ‘cookie-bombing’, where high 
volumes of cheap, low quality inventory is bought 
with the goal of inflating reported conversions.

Our analysis showed that not all brand and product 
categories are equally at risk. It appears that 
categories with a greater focus on performance 
or direct response run a greater risk. The study 
found that those categories most at risk of ads 
appearing in non-safe environments were:

1. E-commerce (20%)
2. Charities and social platforms (11%)
3. Food and Drink (11%)
4. Home and Garden (10%)
5. Beauty and Fitness (9%)

The likelihood of brand ads, by sector, appearing 
in non-safe environments is shown in Figure 3. 
It is important to note that this chart does 
not represent potential damage to brand 
equity but rather the probability of ads 
appearing in undesirable environments.

Brand unsafe advertising for a pharmaceutical 
brand, for example, could have a bigger impact 
on brand equity than unsafe advertising of an 
e-commerce platform, even though the former 
is less likely to happen than the latter.

Figure 3. Share of brands ads, by sector, appearing in non-safe environments

E-commerce

Food and Drink

Charities and Social platforms

Home and Garden

Beauty and Fitness

Autos and Vehicles

Books and Literature

Finance

Travel

Computer and Electronics

0% 5% 10% 15% 20% 25% 30% 35%

Note on Figure 3: the likelihood has been reweighted to normalise for volume of ads, because different 
categories invest different amounts in online advertising.



Another interesting finding from the study is that 
different advertiser verticals are more likely to appear 
in certain risk categories. For example, Automotive 
is much more likely to appear in the ‘Violence and 
Weapons’ category, whereas Beauty and Fitness and 
Finance overindex against ‘Extremism and Ideology’. 

E-commerce was one of the most at-risk 
categories and was also the most likely to 
appear in environments of ‘Sexuality and 
Nudity’. This is perhaps due to the direct 
response nature of performance campaigns 
which is common practice for these brands.

Figure 5. Share of brands ads, by sector, appearing in non-safe environments: Violence, Weapons

Figure 6. Share of brands ads, by sector, appearing in non-safe environments: Sexuality and Nudity
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Figure 4. Share of brands ads, by sector, appearing in non-safe environments: Extremism, Ideology



Following the 2019 YouTube scandal – with 
paedophiles misusing video comments and 
manipulating the platform’s recommendation 
algorithm – Alphabet made sweeping changes 
to disable ‘tens of millions of comments’ across 
the platform.10 Quick action by YouTube is to be 
commended, but according to leading marketers, 
the industry needs to move beyond retrofitting and 
clean-up to building a media supply chain focused on 
quality, civility, transparency, privacy, and control.11

YouTube’s recent changes followed many others 
that had been implemented since 2017. These 
include stricter controls on the kinds of videos 
that can generate revenue, new review processes 
and increased transparency on targeting, and the 
simplification of controls where brand ads can appear.

More recently, Facebook has been under pressure 
following the tragic mass shooting in New Zealand 
in March 2019, where the terrorist was able to live-
stream the attack on the platform. While this wasn’t 
monetised directly by advertisers, there is growing 

pressure on the platform to improve brand safety 
standards and controls. In response, Facebook says it 
is now introducing new features such as an ‘inventory 
filter’, which will offer advertisers greater control over 
the sorts of environments in which their ads appear.12

Despite these new controls, our study found 
that ads from leading brands from the UK still 
routinely appeared in non-brand-safe environments 
on YouTube in the first quarter of 2019.

Figure 7. below, shows the types of YouTube 
pages and channels where the ads appeared.

10  wired.co.uk/article/youtube-paedophiles-boycott-algorithm-
change

11 marketingweek.com/2019/04/12/procter-gamble-new-media-
supply-chain

12 thedrum.com/news/2019/04/10/facebook-introduces-new-
inventory-filter-latest-move-drive-brand-safety

Figure 7.  
Types of YouTube pages where UK brands appear

How are the major platforms responding? 

Either brands have not put full controls in place, 
or YouTube does not yet have sufficient controls 
available to ensure that ads for leading brands 
do not appear in these types of non-brand-safe 
environments. However, the question remains as 
to how much responsibility sits with the brands 
and how much sits with the media platforms to 
define what is brand-safe and what is not.

   Extremism, fake news and ideology 
   Violence and weapons 
   Gambling 
   Sensational, sensitive and profane

19% 

69% 

4% 
8% 

https://www.wired.co.uk/article/youtube-paedophiles-boycott-algorithm-change
https://www.wired.co.uk/article/youtube-paedophiles-boycott-algorithm-change
https://www.marketingweek.com/2019/04/12/procter-gamble-new-media-supply-chain
https://www.marketingweek.com/2019/04/12/procter-gamble-new-media-supply-chain
https://www.thedrum.com/news/2019/04/10/facebook-introduces-new-inventory-filter-latest-move-drive-brand-safety
https://www.thedrum.com/news/2019/04/10/facebook-introduces-new-inventory-filter-latest-move-drive-brand-safety


Brand safety in the UK

1. Define

• Take ad misplacement seriously and review your current 
exposure through independent scanning (outside-in approach).

• Define which content and activity you want your
brand to associate with and what classifies as
non-safe. Take the categories outlined above as a
starting point for your frame of reference.

2. Implement

• Be explicit in briefing your media agencies and ad tech partners 
about the contexts in which you want your
ads to appear and those you want to avoid.

• Be aware of hidden brand safety issues, including how 
programmatic media buying auctions can be hijacked and trades 
rerouted from legitimate to non-brand-safe environments.

• Only pay for ads that actually run on sites where you want them 
to appear and consider introducing contractual penalty clauses if 
your ads run in prohibited environments.

3. Monitor & Manage

• Keep vigilant and ask your agency and ad tech partners to give 
you detailed reports of where and when your ads are running.

• Ensure that your website blacklists (where your ads
can’t run) and whitelists (where they should run) are
reviewed and updated regularly. The steady stream of new 
content means these lists need to be revised often.

• Monitor your exposure on an ongoing basis with
independent audits (outside-in approach) that scan critical 
environments for your ads to drive brand safety, minimise
the incidence of ad fraud, and protect your brand equity.

Recommendations for advertisers
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Appendix: What is brand safety?
Advertisers, agencies, tech providers, and media 
commentators can mean very different things 
when they talk about ‘brand safety’. The term is an 
umbrella term, covering ad fraud, illegal activity, 
and ads appearing in non-brand-safe environments. 
Different brands have different levels of risk 
tolerance, so one brand’s non-safe environment 
may be perfectly acceptable for a different brand.

At Ebiquity, we don’t see brand safety as a 
black and white concept – that is, a brand is 
not necessarily safe or unsafe. Rather, brand 
safety is a spectrum, and brands need to know 
where they sit on that spectrum. The 
subject of detrimental brand association – just 
like the impact of appearing in the presence of 
questionable content –is also often subjective.

Advertisers need support from their partners to 
understand and navigate the brand safety space. 
While illegal and fraudulent activity should never 
be tolerated, there isn’t necessarily one brand 
safety standard applicable for all advertisers. 
Ultimately, advertisers need to understand 
the risks and their own risk tolerance, make 
informed decisions on acceptable levels of brand 
exposure, and agree with their tech and agency 
partners on their approach to the issue.

With a policy clearly defined, brands need to 
monitor ad placement and misplacement 
closely and with continued energy and focus. 
Advertisers need to lead the conversation and 
make it part of the broader media narrative.



Ebiquity is the world leader  
in media investment analysis
We harness the power of data to provide 
independent, fact-based advice, enabling 
brand owners to perfect media investment 
decisions and improve business outcomes.

ebiquity.com

Ebiquity is able to provide independent, 
unbiased advice and solutions to brands 
because we have no commercial interest 
in any part of the media supply chain.
 
 
More than 500 media specialists operate 
from our 19 offices worldwide, covering 
80% of the global advertising market.  
 
 
Ebiquity has the most comprehensive, 
independent view of today’s global media 
market. We analyse $55bn of media 
spend from 75 markets annually, including 
trillions of digital media impressions. 
Our Contract Compliance division, 
FirmDecisions, audits $40bn of contract 
value annually.  As a result, more than 
70 of the world’s top 100 advertisers 
today choose Ebiquity as their trusted 
independent media advisor.

We are a data-driven solutions 
company helping brand owners 
drive efficiency and effectiveness 
from their media spend, eliminating 
wastage and creating value.  
We provide analysis and solutions  
through five Service Lines: 

• Media management

• Media performance

• Marketing effectiveness

• Technology advisory

• Contract compliance

Ebiquity plc - a company listed on the  
London Stock Exchange (AIM:EBQ)

https://www.ebiquity.com/



